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Subcourse Overview

Contained within this subcourse are instructions designed to provide you with basic types of electronic warfare (EW) support available and how they are incorporated into the combined arms team.  This subcourse contains instructions which will enable you to describe component of EW, the staff responsibilities for EW, and EW planning, management, and control.

There are no prerequisites or safety requirements for this subcourse.

This subcourse reflects the doctrine which was current at the time the subcourse was prepared.  In your own work situation, always refer to the latest publication.

The words, "he "him, "his", and “men", when used in this publication, represent both the masculine and feminine genders unless otherwise stated.

TERMINAL LEARNING OBJECTIVE:

ACTION:
You will describe components of EW, the staff responsibilities for EW, and EW planning, management, and control.

CONDITION:
You will be given narrative information from FM 34-1, FM 34-10, FM 34-25, and FM 34-40.

STANDARD:
To demonstrate competency of this task, you must achieve a minimum of 70% on the subcourse examination.
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OVERVIEW

LESSON DESCRIPTION:

In this lesson you will learn how to describe basic types of electronic warfare (EW) support available and how it is incorporated into the combined arms team.

There are no safety requirements for this lesson.

TERMINAL LEARNING OBJECTIVE:

TASK:
Describe electronic warfare support to the combined arms team.

CONDITION:
You will be given narrative information and illustrations from
FM 34-1, FM 34-10, FM 34-25, and FM 34-40.

STANDARD:
Identify the types of electronic warfare support available, and how they are incorporated into the combined arms team.

REFERENCES:
The material contained in this lesson was derived from the following publications:  FM 34-1, FM 34-10, FM 34-25, and
FM 34-40.

INTRODUCTION

Electronic warfare is military action involving the use of electromagnetic energy to determine, exploit, reduce, or prevent hostile use of the electromagnetic spectrum and action that retains friendly use of the electromagnetic spectrum.  EW is a significant force multiplier when integrated and employed with fire and maneuver.  For the commander to see deep and close operations, and have the time to plan accordingly, he must rely on EW resources to provide combat information.  Your knowledge and understanding of EW as an information gathering source and as a combat multiplier, will help the commander place greater combat power in any given place, at any given time, to win the battle.
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PART A:  COMPONENTS OF ELECTRONIC WARFARE (EW)

Electronic warfare is divided into three components:  electronic warfare support (ES), electronic attack (EA), and electronic protection (EP).

1.
Electronic Warfare Support (ES).


a.
Electronic Warfare Support (ES) are that part of EW involving actions taken, under the direct control of the operational commander, to intercept, identify, exploit, and locate enemy sources of radiated electromagnetic energy.  Intelligence gained from ES gives the commander timely information upon which he can base his immediate decision.  ES supports all-source analysis, EA and EP both the offensive and defensive aspects of EW.  As one source of combat information, ES focuses on the commander’s immediate needs for identifying the enemy's intent and obtaining target information.


b.
ES consist of four basic functions.  These functions are:

(
Intercept

(
Identify

(
Exploit

(
Locate


(1)
Intercept of enemy communications and noncommunications emissions is another major function of ES.  This interception of enemy target transmissions is actually comprised of two equally important steps.  First, the intercept operator must be capable of recognizing the desired signal, either while in a general search mode or when tasked to monitor a specific frequency.  Second, when the desired signal is encountered, the operator must take immediate action to record it for subsequent playback or make a written record of the signal's parametric measurements.


(2)
The identify function involves identification and categorization of communications and noncommunications emissions based on specific parametric measurements.


(3)
The exploit function results are used to orient jamming antennas for EA missions, support fire and maneuver by combat elements, and develop information on the battlefield situation.


(4)
The locate function uses direction finding (DF) ops to find emitters on the battlefield.  DF is concerned with determining the arrival direction of a radio wave.  Unlike an ordinary radio receiver, a DF receiver with associated equipment indicates the approximate direction along an imaginary line on which a distant transmitter lies.  A rough analogy would be using a lensatic compass to determine the direction of magnetic north.  While information obtained by DF may not always be accurate enough to direct artillery fire, the direction of a distant transmitter can usually be determined with an accuracy of plus or minus two degrees.


c.
DF operations require the use of multiple stations operating along a baseline.  A DF baseline is the imaginary line or axis along which the DF equipment of a DF network is deployed.
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Baseline length is the straight-line distance between the two outermost DF stations or sites.  The depth at which a DF net can effectively locate enemy transmitters is determined by the length of the baseline, as modified for terrain and characteristics of the target emitter.  Tactically, the deployment and movement plans of the friendly unit in whose area of operations (AO) the DF net is established will influence the deployment of the DF equipment.  The target area to be covered will dictate the baseline configuration that is employed in any given situation.

By the use of one ground DF site, as shown in Figure 1-1 below, a line of bearing (LOB) can be obtained giving the general direction of an enemy transmitter antenna.
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Figure 1-1.  One Ground DF Site.
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By the use of two ground DF sites, as shown in Figure 1-2 below, a probable location of the target antenna can be obtained at the point where two lines of bearing intersect.  This is called a cut.

[image: image3.png]



Figure 1-2.  Two Ground DF Sites.
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By the use of three ground DF sites along a baseline, as shown in
Figure 1-3,a fairly accurate location can be determined.  This is called a fix.

[image: image4.png]



Figure 1-3.  Three Ground DF Sites.
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d.
As you have seen, a LOB is a single line of bearing.  Where two LOB intersect you have a cut and where three LOBs intersect you can determine a fairly accurate location or fix.  As a general guideline, at least three ground based DF systems must be in a position to acquire an enemy transmitter before you can get an accurate location.  If you are using an airborne DF platform (i.e., join surveillance target attack radar system (J-STARS), or QUICKFIX-II, only one system is needed as it provides multiple LOB's along its' flight path enabling a relatively fast fix on an enemy transmitter.


e.
Electronic Warfare Support can provide commanders the capability to intercept, identify, and locate enemy emitters.  They represent a source of information required for jamming, deception, EP, targeting, and other tactical employment of combat forces.  ES support the destruction and jamming of enemy command, control and communications systems through acquisition and reporting of targetable data.  ES also support the commanders efforts to counter enemy operations security (OPSEC) and deception.

2.
Electronic Attack (EA).


a.
The effectiveness of EW is dependent on the degree to which it is integrated into the commander's scheme of fire and maneuver.  Full integration is best achieved by systematic planning and full understanding of employment factors.  The G3 supervises the integration of EA into the scheme of fire and maneuver.  The Electronic Warfare Section (EWS), Fire Support Element (FSE), and G3 staff operate together to plan the attack of high payoff targets (HPT) and support the commanders concept of operations.  EA improves the effectiveness of fire support when employed together with fire.  Since fire support requires more accurate target location, jamming may be the preferred attack means for certain targets.  Other EA operations are planned to disrupt enemy command and control (C2).  Intelligence preparation of the battlefield (IPB) is used throughout the EW planning process.  Command, control, and communications countermeasures (C3CM) is the integrated use of operations security, military deception, jamming, and physical destruction, supported by intelligence, to deny information to, influence, degrade, or destroy adversary command, control, and communications (C3) capabilities and to protect friendly C3 capabilities against such action.  Templates are used to focus EW operations on identified HPTs and to determine defensive EW measures to defeat enemy counter-C3 efforts.  IPB applications and HPT determination are described in FM 34-130 and FM 6-20-10.


b.
EA degrade or disrupt and deceive threat emitters and collection systems.  In modem warfare, EA has assumed crucial significance because of the widespread use of electronic devices for all facets of military operations.  The two components of EA, electronmagnetic jamming and electronmagnetic deception, encompass a wide variety of techniques and equipment.  Electronmagnetic deception is subdivided into simulative electronmagnetic deception (SED), manipulative electronmagnetic deception (MED), and imitative electronic deception (IED).  Jamming and deception, when properly integrated into the planning process, can disrupt and degrade the enemy's C3.


c.
Electronmagnetic jamming is the deliberate radiation, reradiation, or reflection of electromagnetic energy to prevent or degrade the reception of information by a receiver.  Radio and radar receivers tuned to a given frequency are jammed by delivering more power to the receiver to prevent it from receiving the intended signal.  In general, the effectiveness of jamming depends on relative power between transmitter and jammer; relative distance between transmitter, jammer, and receiver on terrain barriers, and on whether or not the receiver is using a directional
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antenna as shown in Figure 1-4.  There are variations in techniques employed against electronmagnetic communications and noncommunications systems.  Each category of electronmagnetic jamming is examined in the following paragraphs.
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Figure 1-4.  Jamming.
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d.
There are three categories of electronmagnetic jamming:

(
Radiation.

(
Reradiation.

(
Reflection.

Jammers, which are too far away from a target or are putting out a weak signal, will have only marginal success.  The primary reasons for this  target distance and jamming-to-signal ratio.


(1)
Radiation Jamming
Radiation jamming involves those equipments and devices that radiate electromagnetic energy.  It employs one of the following techniques.

(
Barrage Jamming.  Barrage jamming is the simultaneous jamming of a number of adjacent channels or a range or band of frequencies.  The barrage jammer transmits electromagnetic energy over a broad band of frequencies to mask a large portion of the electromagnetic spectrum.  It is capable of simultaneously jamming all receivers within the bandwidth of the jamming signal.  The effectiveness of the barrage jammer in masking a strong electromagnetic signal is limited because of the power spread over the range of frequencies involved.  Effective barrage jamming requires a high-powered emitter.  This type of jamming should not be used in frequency bands used by friendly forces, except when previously coordinated to eliminate interference with friendly force communications.

(
Spot Jamming.  Spot jamming is the jamming of a specific channel or frequency.  This is the most common type of jamming because it causes minimum interference with friendly emitters and permits maximum use of available power.

(
Sweep Jammers.  Sweep jammers transmit a narrow band jamming signal in which the carrier frequency is continuously varied within a given bandwidth.  Sweep jammers can be tuned over a broad frequency range and combined with the high-power capabilities of the basic spot jammers, or with the broad bandwidth coverage of barrage jammers.  They are effective against noncommunications and certain communications receivers.  The sweep rate may be adjusted for specific applications.  It can sweep a different rates with two or more sweep jammers to increase effectiveness.  The sweep jammer is more complex than the basic spot jammer.  Its usefulness is limited in situations in which the frequency bands covered include frequencies required for use by friendly forces.

(
Sweep Lock-on Jammers.  Sweep lock-on jammers employ a sweeping receiver.  When it detects a signal, the receiver stops the sweep and locks onto the victim signal.  The jamming transmitter is then activated to perform as a spot jammer on that frequency.  This jammer has the advantage of covering a broad band of frequencies on which there is enemy activity.  It may also be equipped with a means for identifying or discriminating among emitters by modulation type, direction of intercepted signal, signal strength, or frequency to assure that only victim receivers are jammed.  A look-through capability is provided, which permits the transmitter to automatically stop jamming and permit the receiver to resume sweeping when the victim signal on that
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locked-on frequency ceases.  An intercept receiver and jamming transmitter system which searches for, and automatically jams, signals which have specific radiation characteristics is sometimes referred to as an automatic search jammer or a search-lock jammer.


(2)
Reradiation Jamming.

Jamming by reradiation is accomplished by receiver-transmitter assemblies.  When used in a jamming role, repeaters and transponders are essentially automated jammers.

(
Repeaters.  Repeaters intercept the enemy's signal, alter it in some fashion, amplify the altered version, and retransmit it for the purpose of disrupting or falsifying the information transmitted to the enemy's receiver.  Repeater applications for jamming and deception are generally limited only by the state of the electronic technology and the ingenuity of the individual in devising methods for altering the intercepted signal.  Delaying retransmission of the intercepted signal will produce an unintelligible output from many electronic systems receiving both the original and altered versions of the signal at the same time.

(
Transponders.  Transponders automatically transmit a predetermined signal and are programmed to respond to specific types of victim signals.


(3)
Reflection Jamming.

Reflection jamming is normally used to confuse enemy radar.  Reflective devices such as chaff, rope, and corner reflectors provide enemy electronic systems with false targets or hide actual targets, and thereby degrade their effective operation.

(
Chaff.  Chaff consists of narrow metallic strips of various lengths and frequency responses, and is used to reflect echoes to the receiving components of the radars.  Chaff reflects a signal which appears on a radar scope as a series of spaced echoes or as one continuously lengthening target indication.  The expansion of echoes on a radar display is because of dispersion of the chaff after launching.

(
Rope.  Rope is a form of chaff consisting of a long roll of metallic foil or wire, designed for a broad, low-frequency response.  The echo reflected by rope appears on a radar scope as a single target or a formation of targets.

(
Corner Reflectors.  Corner reflectors consist of flat reflecting surfaces connected to form a three-dimensional reflector.  The reflector may be produced in a variety of shapes, including cubes, diamonds, and pyramids.  Because of its electromagnetic reflective efficiency, the corner reflector appears on a radar as a much larger target.  When rotated, the reflector appears as a moving target.


e.
Jamming range is affected by the terrain, vegetation and weather, distance to the enemy receiver, radio line of sight (LOS) to the enemy receiver, and other technical factors.  The distance between the enemy transmitter and receiver affects jamming.  In jamming you must disrupt or degrade the signal received by the enemy receiver.
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f.
In extreme situations, EA can be used to protect friendly command, control and communications.  Jamming systems may be used as high-powered radios to transmit a key message through enemy jamming.  Additionally, jammers may protect friendly communications by using directional antennas to jam known enemy signals intelligence (SIGINT) systems on the same frequency as key friendly communications, to screen and prevent enemy intercept.  This option takes multiple jammers to cover the deployed enemy collectors, and can place our jammers at great risk.  Expendable jammers (EXJAMS) may also be used to screen friendly communications if their emplacement near enemy SIGINT sites is feasible.


g.
Electronmagnetic deception is directed against communications and can also be used effectively against noncommunications equipment like radar and navigational aids.  There are three categories of electronmagnetic deception:


(1)
Manipulative Electronmagnetic Deception (MED).  Alteration of friendly electromagnetic emissions to eliminate revealing or to convey misleading information that may be used by threat forces.


(2)
Imitative Electronmagnetic Deception (IED).  Introduction of radiations into threat channels that imitate threat emissions.


(3)
Simulative Electronmagnetic Deception (SED).  Creation of electromagnetic emissions to represent friendly notional or actual capabilities to mislead threat forces.

3.
Electronic Protection (EP).


a.
EP is that component of EW involving actions taken to ensure effective friendly use of the electromagnetic spectrum despite the enemy's use of EW.  EP involves the integration of policy, procedures, and design, and is aimed at countering the success of enemy ES and EA activity, as Figure 1-5 depicts.
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Figure 1-5.  Functional Association of EP.
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b.
Equipment design considerations can be further researched in AR 10-52.  The purpose of these considerations is the same for all items entering the Army Development Program.  Some of the equipment design considerations are listed below:


(1)
Make necessary decisions relating to EP capability early in the system development program.


(2)
Give proper consideration to the expected threat environment during the operational life of the system.


(3)
Consider operational needs for protection and the associated needs for program costs.


(4)
Make a conscious decision on the desired level of protection.


c.
Training is a significant tenet in the effective and reliable employment of EP.  Operational tactics and techniques which can be employed to reduce system vulnerability to EW or to overcome hostile EW actives include, but are not limited to, the following:


(1)
Operating a system at the minimum power level and band width consistent with successful operation and operational doctrine.


(2)
Practicing emission control (EMCON) to reduce exposure to hostile intercept systems.  EMCON is the selective and controlled use of electromagnetic, acoustic, or other emitters to optimize C2 capabilities while minimizing, for OPSEC, detection by enemy sensors.


(3)
Off-tuning receivers to reduce effects of electronic jamming in those cases where a  continuous tuning capability is possible.


(4)
Switching to alternate circuits, frequencies, or means, when EA prevents successful operation on primary facility.


(5)
Assessing potential EW vulnerabilities in relation to the expected hostile EW threat.


(6)
Developing plans for the deployment, employment, concealment, or replacement of highly vulnerable facilities to ensure effective employment when needed.


(7)
Recognizing and reporting meaconing, intrusion, jamming, and interference (MIJI).


d.
Signal security (SIGSEC) is a generic term which includes both communication security (COMSEC) and electronic security (ELSEC).  SIGSEC is distinct from EP.  SIGSEC is aimed at countering foreign SIGINT operations.  EP is directed toward countering foreign EW (ES and EA) operations.  On the other hand, some EP operational tactics and techniques are similar to the transmission security aspects of SIGSEC.  In this respect, EP and SIGSEC are related.  Both contribute to the continued effective and secure use of the electromagnetic spectrum by friendly forces.
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e.
Frequency management, a responsibility of the communications- electronics (C-E) officer, looks to both the friendly and enemy use of the electromagnetic spectrum.  The C-E officer coordinates frequency allocation, assignment and use, and oversees the reporting and processing of all MIJI incidents.  In this way, frequency management is tied to the whole EP system.


f.
Hostile EW activities reduce the effectiveness of U.S. Army systems which require radiated electromagnetic energy for their operational use.  EP devices and techniques are applied to reduce the vulnerability of these systems to EW, limit the effect of EW on the operational capabilities of these systems, and permit their continued use in the presence of EW.  EP are the responsibility of every soldier who uses or supervises the use of electronic equipment.


g.
Fortunately, there are many preventive and remedial measures we can take to help counter hostile EW.  Preventive measures include short transmissions, correct radio procedures, and net discipline.  These preventive measures reduce your electronic signature.


h.
Remedial measures are used once you suspect you have become the victim of enemy EW.  Be sure that the interference is in fact jamming and not a form of mutual interference.  A simple test such as disconnecting the antenna aids in resolving whether the problem is internal or external, that is, if the noise stops, it is external, if it continues, it is a good indication it could be the radio itself.


i.
To conduct ES or EA, the planner must know the frequency of the target to ensure that it is within the capability of our EW systems.  EW planners must ensure that there is compatibility in modulation.  Our tactical radios operate using one or two common forms of modulation - amplitude modulated (AM) as with our radio teletypewriter (RATT) or frequency modulated (FM) as used in our very high frequency (VHF) single-channel radios, like the VRC-12 series radio.  Both AM and FM transmitters produce representative fraction (RF) carriers.  The carrier is a wave of constant amplitude, frequency, and phase which can be modulated by changing its amplitude, frequency, or phase.  Thus, the RF carrier "carries" intelligence by being modulated.  Modulation is the process of superimposing intelligence (voice or coded signals) on the carrier.  In frequency modulated signals, the amplitude of the signal remains constant but the frequency changes.  On amplitude modulated communication signals, the frequency of the wave stays the same but the amplitude changes.  When operating in an EW environment, FM is preferred.  (See Figure 1-6, AM vs FM modulation.)


j.
Consider the propagation paths that radio energy can follow.  The basic rule of thumb is that the higher the frequency, the shorter the radio waves and the more direct the signal becomes.  For planning EW operations, the radio path a given radio signal is likely to follow, must be known.


k.
The majority of U.S. and enemy communications in the tactical arena use whip antennas.  Though the whip antenna lends itself to a mobile situation, it has inherent operational security weaknesses.  The radiation pattern is omnidirectional in that the signal is transmitted 360 degrees.


i.
The signal follows a direct-wave propagation path.  Within this type of environment, an enemy EW system that is capable of intercepting the direct wave can exploit the signal by monitoring or locating it for targeting by physical destruction or jamming.  Successful EW is contingent upon relative distance, equipment, user, and enemy similarities in frequency bands and modulation.
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m.
The previously mentioned areas of frequency, modulation, and transmission paths are not only essential for EW operations but also can limit what success we can expect from our EW resources.
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Figure 1-6.  AM vs FM Modulation.
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PART B:  ELECTRONIC WARFARE STAFF RESPONSIBILITIES

Staff responsibility for EW operations rests with the G3/S3.  They are supported by the G2/S2 and special staff sections, which manage collection efforts and provide intelligence support and detailed knowledge of EW systems and operations.  Figure 1-7 identifies the participants in EW planning at various echelons.
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Figure 1-7.  EWE Planning-Staff Responsibilities.

1.
Since the G3/S3 has primary responsibility, he directs the integration of EW operations based on the maneuver commander’s guidance.  He generally identifies targets and priorities for EW missions.  For combat information to be collected by ES, these targets are passed to the G2/S2 as priority intelligence requirements (PIR) or information requirements (IR).  EA priorities are passed to the supporting EW staff element.

2.
The G2 staffs are supported by the analysis and control element (ACE) at division and corps.  The all source intelligence section (ASIS) is responsible for the use of IPB and electronic preparation of the battlefield (EPB) and the analysis of collected all-source information which provides intelligence on enemy dispositions and vulnerabilities.  As the G3/S3 identifies his priorities for collection of combat information and targeting data, the ACE supporting the G2 incorporates these missions into its overall collection plan.

3.
The supporting EWO at each echelon advise the G3/S3 on the ability of available EW assets to engage the targets which were identified through the intelligence efforts of the G2/S2.  This EWO at each echelon assists the G3/S3 in the development of a strategy for the use of EW in support of the operation.  This entails identifying the focus for EW at that echelon and at subordinate echelons.  The EWO has the responsibility for preparing EW target lists (EWTL) to identify the targets for ES missions which were selected by the G3/S3.  The G3/S3 also ensures that the EWO, fire support staff, and air support planners coordinate closely to integrate EW support with other fires.
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4.
Coordination between echelons is performed by the respective G3/S3 or by the EWO staff elements.  The coordination between the G3/S3 at different echelons and adjacent units is conducted to ensure that the missions and priorities do not conflict, but in fact, are complementary.  The coordination between EWO's focuses on the availability of EW assets and identification of missions which cannot be performed at a specific echelon.

5.
The G-2 coordinates the intelligence effort.  He identifies intelligence requirements based on the commander's guidance and concept of the operation.

6.
The G-3 has staff responsibility for planning and directing the jamming and deception operations of the command.  He directs EA actions needed to support planned and ongoing operations.  He identifies, in coordination with the G-2, ES requirements to support EW.

7.
The MI unit commander manages the EW assets to accomplish the assigned EW missions.  He exercises command and control (C2) over all organic and attached MI elements and operational control (OPCON) over supporting MI assets.

8.
Each command has directors, coordinators, producers, and executors who perform critical IEW functions.  The commander is responsible for execution of EW.  In conducting EW, the commander is aided primarily by the G2/S2 and G3/S3.

9.
The G2 coordinates the overall intelligence effort, manages the collection effort, and ensures rapid dissemination of needed intelligence and combat information.  The G2 also identifies collection requirements and, in turn, tasks the MI battalion and other elements of the command collection missions.

10.
In the area of EW, the G2 and G3 work very closely to fulfill the commander's requirements.  The actual conduct of offensive EW (that is, jamming and deception) is the responsibility of the G3.  The G3 coordinates offensive EW through the EWO.

11.
To assist the G2 and G3 in the planning and conduct of EW, there are several principal staff components.
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Figure 1-8.  Electronic Warfare Officer Coordination Requirements.
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Figure 1-9.  DTOC Support Element-In Heavy Division HHC.

NOTE:

ACE = Analysis and Control Element

ASIS =All-Source Intelligence Section

OPSEC M&A SEC = OPSEC Management and Analysis Section

EWS = Electronic Warfare Section

DTOC SPT/SSO COMM = DTOC Support/SSO Communications
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a.
The EWO operates under the supervision of the G3.  His principal function is the mission management of EA to include both jamming and electronmagnetic deception.  The EWO works for the G3 and plans and coordinates the actions necessary to satisfy the requirements identified by the G3.  The EWO assists in preparing the EW estimates and annexes and develops EA mission tasking.  The EWO is also involved with the fire support element (FSE) in the targeting process.  Some of the EWO coordination requirements are listed in Figures 1-7/1-8.


b.
The ACE assists the G2 and G3 in analyzing and directing EW.  The ACE is under the operational control of the G2 and is organic to the Division MI Bn headquarters and headquarters company (HHC)(Figure 1-9).


c.
At division, the executor of EW is the commander who controls and directs the operations of all MI assets assigned, attached, or in support of the division.  Within the MI battalion, the battalion Tactical Operations Center (TOC) provides centralized management of organic and supporting MI assets.


d.
The MI battalion TOC consists of the battalion S3, S2, and C-E Officer.  The S3 is in charge.  He manages the battalion's intelligence and surveillance assets.


e.
The 3 DS MI companies are the smallest subunits of the MI battalion.  They establish standard training and deployment relationships with their supported brigade.  When placed in their DS role these companies have no EW sensors.  Should they need to provide a SIGINT baseline to their supported brigade they will have assets attached form the GS MI company.  They will also receive an attached C-E and motor maintenance contact team from the headquarters and headquarters operations company (HHOC).


f.
The GS MI company is the second largest subunit of the MI battalion.  Its standard training and deployment relationship is to support the division as a whole.  It receives an attached C-E and motor maintenance contact team from the HHOC.


g.
The MI company organic to the armored cavalry regiment (ACR) and separate brigade is a miniature divisional MI battalion.  The only major difference is that the scope changes with the size of the unit and mission.


h.
The Flight Platoon organic to both the division and ACR consists of three QUICKFIX helicopters capable of both ES and EA on enemy communications and DF in the very high frequency (VHF) range.  This platoon will be under the operational control of and tasked by the MI unit's TOC.


i.
The Deployable Intelligence Support Element (DISE) is organic to the MI Bn but is attached to the maneuver brigade.  This element provides an interface between the MI assets in the Bde area and the Bde S2/S3.  This element is vital to effective MI support to the brigade.  When an IEW company team is deployed into a brigade AO, the DISE is attached to the company team.  It assists the team commander in coordinating MI operations and support while in the brigade AO.  It advises the brigade commander and staff on the integration and use of MI assets to support the brigade's battles.  The DISE is dependent on the brigade for logistical support.  It is responsive to requirements levied by both the supported brigade and the supporting IEW company team.  The DISE-
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(
Coordinates with the brigade staff to ensure availability of operational sites within the brigade sector and necessary support for MI team movement or routes within the brigade AO.

(
Establishes liaison between the MI battalion, IEW company team, and the brigade commander and staff.

(
Advises the brigade S2 and S3 on the capabilities, limitations, and employment of supporting MI assets.

(
Assists the brigade S2 and S3 in planning the use of supporting MI assets and in preparing taskings.

(
Coordinates with the company team commander to ensure rapid response to requirements.

(
Ensures rapid dissemination of collected combat information from MI elements, as directed by the brigade commander.

(
Coordinates with the MI battalion TOC on all matters concerning MI support to the brigade.

(
Monitors the SIGINT and EW tasking and reporting net for assets within the brigade sector.

(
Maintains communications with the MI battalion TOC on the MI battalion operations net.

(
Ensures that deployed MI elements are advised of friendly force maneuvers that will affect their security.

At this point, you should have an overall understanding of what the EW staff responsibilities are and will soon have an idea how they are integrated into the planning and implementation phases.

PART C:  EW PLANNING, MANAGEMENT, AND CONTROL

The development of timely EW missions to support an operation and complement fire and maneuver is critical.  The effective use of the EW assets available at each echelon is important, since both the quantity and range of these assets are limited.  This lesson will enable you to describe the responsibilities and procedures for ES and EA mission management.  It focuses on the EW targeting process from the perspective of the Army Commander and his coordinating and special staff.  EW asset management functions performed by the MI unit S3 section are described in FM 34-40, Chapter 6.

1.
Electronic Warfare Targets

a.
Regardless of whether the U.S. Commander is on the offensive or defensive, several factors must be considered before engaging enemy C2 targets:
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(
Impact on the current forecast of the battle.

(
Importance or value of the target to the enemy.

(
Enemy level of command or echelon.

(
Intelligence value of the target.


b.
As critical nodes are located by the collection and DF resources, their locations are immediately reported to the MI Battalion TOC.  They will forward this information through the ACE to the All Source Intelligence Section (ASIS), which will act according to established procedures to process the information and provide it to the targeting cell.


c.
An enemy operator may go to an alternate frequency in response to jamming, causing delay in establishing effective communications.  A frequency switch may cause an eventual loss of intelligence to U.S. collectors, and this possibility must be considered when jamming missions are planned.  There are some missions that require a total disruption of enemy communications.  Such missions require overwhelming selected targets through jamming.  Normally, jammers provide selective surgical jamming.  A specific frequency will be jammed, rather than barrage jamming across a large portion of the radio band.


d.
The use of skip-echelon communications by enemy C3 nodes will make electronic targeting and location harder for the MI unit.  It is vital to identify and locate the critical nodes before they can be used in the battle.  Once a C3 node is rendered ineffective, the chain of constant communications is not necessarily severed.  The MI unit must continue to identify and locate additional critical nodes.


e.
Any information collected will be combined with other available SIGINT and ES information.  It is then forwarded to the Division TOC ACE to be analyzed by the ASIS.  The ASIS is responsible for fusing the intelligence product from all sources.  As a result, it produces and maintains an enemy order of battle (OB).  The electronic warfare officer (EWO) at division maintains an extremely close relationship with the ASIS.  The section updates its OB and keeps the G2 and G3 abreast of target developments.  Significant decisions are made at the Division TOC concerning the implications of emitter intelligence.  Should the emitter be jammed, destroyed by lethal fires, or left alone?  What is the status of the emitter as it relates to the commander's battle plan?  This is the essence of EW operations.


f.
The types of targets for EW missions are the same as for fire missions.  They are preplanned targets, on-call targets, and targets of opportunity.  The planning for the different types of targets will vary.  Therefore, the differences among the types of targets must be understood prior to describing how planning is performed.


(1)
Preplanned EW targets are communications or noncommunications entities which are identified during the planning of an operation.  These targets can be identified before the operation as key elements to be jammed or collected against during the operation.  Target locations are predicted through Intelligence Preparation of the Battlefield (IPB), EPB, and existing data bases.  Their importance and priority for EW action is determined by analyzing the concept of the operation and employing target value analysis (TVA) methodologies.

IS3007
1-20


(2)
On-call EW targets are elements identified during the conduct of an operation for immediate jamming or collection.  These are targets which could not be predicted before the start of the operation, and whose importance is identified as the operation progresses.  Once identified, these targets are immediately tasked for collection, jamming, or destruction.


(3)
EW Targets of Opportunity are communications or noncommunications entities which were not identified as specific preplanned targets.  The EW operator acquires and recognizes them during the conduct of ES or EA operations.  Once these targets are recognized, they become candidates for jamming or intercept operations.  Normally, categories of targets of opportunity are preplanned to allow action by operators upon recognition.  They are usually given a lower priority than specific preplanned targets or on-call missions.  Targets of opportunity are commonly used when minimal technical data is available regarding the frequencies and call signs being used by target units.

2.
Electronic Warfare Planning Process.

The planning process for EW targets closely parallels that of the more familiar targeting process.  After the targets are identified, the overall EW planning process starts.  Each type of target will be discussed in turn, followed by a description and examples of some of the results of this effort.  (EW estimate, EW Annex, and EWTL/JS.)  The previously identified staff sections cooperate closely to plan EW missions.  The initial planning process is performed prior to an operation for development of preplanned targets and identification of categories of targets of opportunity.  The process continues during the actual conduct of an operation to identify on-call targets.  In addition to the identification of targets, the EW planning process drives the task organization of EW assets and initiates requests for EW missions to be performed by higher echelons.

3.
Preplanning Targets.


a.
The process of selecting preplanned EW targets begins with the analysis of the battlefield situation based on IPB/EPB and current intelligence data.  The ASIS and EWO perform the initial EPB in support of the G2s IPB effort.  The MI Bn TOC expands this effort and correlates the in-depth EPB with technical data.  This determines which previously identified enemy units are susceptible to EW operations.  EPB examines the association of specific emitters with identified enemy units.  It also checks the radio LOS from these emitters to potential locations for friendly EW assets.  The result of this first step is the identification of targets which are important to the enemy's operation and which we can affect with available EW assets.  This is the selection of High Value Targets (HVTs) in the targeting process.  This step is performed by the G2/S2 staffs in close coordination with the EWO and the DISE.


b.
The second step in EW preplanning entails development of a strategy for use of EW in the operation.  The G3 or S3, assisted by his EWO, and the FSE will identify the general focus of EW operations.  This includes establishing priorities for EW operations throughout the AO.  Priorities are identified for each phase of an operation.  An example strategy in an offensive operation might be to prioritize the countering of the enemy's intelligence and reconnaissance system during movement to contact.  As the main attack begins, this priority might shift to suppression of enemy air defense (SEAD) and to countering enemy artillery.  Finally, in the exploitation of success, top priority could be to disrupt enemy maneuver C2 facilities to prevent his regaining control of the situation.
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c.
As a higher echelon adopts these priorities, subordinate echelons must follow them as they develop their preplanned EW targets.  This focus on a strategy ensures that the limited EW assets available are working in a complementary fashion.  Additionally, the G3 will establish the priorities for EW support to subordinate units in paragraph 3 of the operations order (OPORD).  This priority among Brigades a the Division level, and among Divisions in the Corps OPORD affects the task organization of EW assets and the handling of on-call missions.


d.
Combining the results of the previous two steps, the EWO in coordination with the FSE or targeting cell next decide which specific targets to am or exploit to best support the EW strategy and the friendly Commander's concept of the operation.  The G3 or S3 makes this determination based on recommendations from the EWO at Corps or Division or from the DISE at Brigade.  (Key enemy elements, whose movement or action is considered important, are prioritized for ES missions.) If appropriate, their control links are prioritized for jamming to delay receipt of orders to move.  Other key communications links am also prioritized for jamming.  Emitters associated with unique enemy missions or actions are prioritized for intercept.  Examples of target selected in sample scenarios are provided later in this lesson.  This is the selection of High Priority Targets (HPTs) in the targeting process.  During this step, the G3 or S3, assisted by the Fire Support Officer (FSO) or Fire Support Coordinator (FSCOORD), also coordinates these targets with those which he selects for fire, integrating lethal and nonlethal fires.


e.
After the G3/S3 has selected the preplanned targets which he desires to influence or exploit, the EWO at Corps and Division, or the DISE at Brigade, documents these missions on worksheets called EW Target Lists (EWTL).  These worksheets serve as planning documents for coordination between elements in the EW system.  The worksheets at each echelon are provided to the next higher echelon to coordinate missions and to request support for missions which are beyond the capability of the assets available at a given echelon.  Provision of these worksheets to the next higher level allows for review to avoid conflicts such as simultaneously tasking for both jamming and collecting on the same target.  In the same way, these worksheets are also exchanged with adjacent units to avoid conflicts.


f.
To complete the preplanning process, the EWO at Corps or Division uses the completed EWTL to examine the distribution of missions and to recommend allocation of EW assets.  At Division, this involves recommendations for designating the priority of EW effort to a particular Brigade during a given phase of the battle.  At Corps, this entails recommendations for allocating ground-based EW assets in support of Divisions and establishing priorities for airborne EW assets.


g.
Preplanned jamming requires the greatest amount of detail identifying the unit, location, and time.  I must be totally synchronized with fire support and maneuver to achieve maximum results.  Preplanned jamming missions may engage a target simultaneously with fire, or singularly engage lower priority targets with simultaneous fire on HPTs.

4.
Planning On-call Targets.


a.
Unlike preplanned EW targets, information regarding on-call EW targets cannot be predicted in detail.  Their importance to the maneuver operation may not be recognized until the operation is actually under way.  Their locations and the key times to interdict or collect on these
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targets are not known until the situation map (SITMAP) in the TOC is updated.  Therefore, these emissions could not be included on the EWTLs which were prepared before the operation.  They will need to be forwarded separately for execution.


b.
While the specific data to jam or collect on these targets cannot be predicted, potential targets can be identified and tracked until they are selected for EW action.  To do this, the EWO monitors the SITMAP to identify enemy units of potential significance.  He maintains his own overlay depicting the location of EW assets in his area with their range based on LOS and updates this overlay as EW systems move.  Comparison of this overlay to the SITMAP then determines which of the potential targets may be engaged.


c.
Based on his overlay and the current SITMAP, the EWO staff element will recommend on-call EW targets to the G3/S3 as the operation progresses.  The G3/S3 will also select on-call targets based on his analysis of the ongoing friendly operation and will provide a copy of the on-call EW target list to the FSE.


d.
The EWO at each echelon will normally maintain a separate list of potential targets.  Using the same format as the EWTL, this list will be a working document which need not be provided to higher and adjacent units.  The detailed data on these potential targets is not all available, so there will be many blanks or incomplete entries on the worksheet.  The EWO will fill in this worksheet as the SITMAP provides answers.  By maintaining and constantly updating this worksheet, on-call EW targeting data is ready for rapid identification and for request of EW missions.  When these targets are to be jammed or exploited, the DISE at Brigade or the EWO at Corps or Division call these missions directly to their supporting MI TOC for execution.


e.
All three types of targets are identified in an operation.  Preplanned ES targets are selected to detect the movement of enemy second-echelon forces at key times.  Preplanned EA targets are identified to degrade critical communications.  Additionally, categories for targets of opportunity are preplanned to degrade enemy operations if and when EW operators acquire these targets.  Finally, as the operation progresses, on-call targets are continuously identified.  Missions attacking or exploiting them are tasked, accordingly.


f.
The development of targets of all types is through the standard target development process described in FM 34-1 and FC 6-20-10.  HVT and HPT must be identified through the IPB and TVA processes.  Comparison of these HVTs to the friendly Commander's intent and concept of the operation leads to the selection of HPTs.  Identification of the priority for each target, relative to other targets of all types, is critical to ensure effective control.  For example, if an on-call mission is required, the requestor must identify the priority of that mission as compared to existing priorities for preplanned and other targets.  If he does not, that on-call mission may preempt a more important preplanned mission or other on-call missions.

5.
Planning Organization of Assets

a.
As mentioned in the preceding discussion of the EW preplanning process, the selection of EW targets also influences the task organization of EW assets and the designation of EW priorities of effort.  By analyzing the distribution of preplanned EW targets on the battlefield and their priorities, the need for concentration of EW assets can be determined.  If the majority of the
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targets are located in one avenue of approach, EW assets need to be weighted to that avenue.  If several high-priority EW targets are concentrated in one area, we must position sufficient EW assets within range to engage them effectively.  Effective EPB supports this analysis by predicting the types of emitters associated with specific targets.  It also estimates the effectiveness of EW operations based on technical factors.


b.
Actual task organization of EW assets is performed by the MI unit commander.  The G3 provides guidance to the MI commander regarding the priorities of EW effort.  This is based on the corps or division commander's guidance and on the recommendations of the EWO.  The S3 of an ACR similarly provides guidance to the ACR’s MI company.  Maneuver brigade S3s identify their desires for EW priorities to the division G3, based on input from their DISE.  Allocation of EW assets is accomplished by assigning standard tactical missions.  Direct support (DS) is used to allocated assets with priority of effort to a lower echelon.  This may be used to place some of a division's EW assets with a priority between subordinate elements without on-order changes.  If all assets at an echelon are in general support (GS), priority of EW effort between subordinate echelons is identified in the OPORD.  Weighing of assets is accomplished by assigning standard tactical missions to EW assets, such as reinforcing or general support reinforcing (GSR).  EW assets organic to corps may be attached or placed Operational Control (OPCON) to MI units at lower echelons, rather than assigning them standard tactical missions.

6.
Electronic Warfare Target Lists (EWTL).

a.
The worksheets described in the planning process are used to list desired preplanned EW targets with detail on unit identifications and locations.  Technical data is added only when the tasked mission reaches the MI Bn TOC.  A format for a Brigade level EWTL is shown in Figure 1-10.
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Figure 1-10.  Brigade EWTL Worksheet.
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b.
The EWTLs developed at the Brigade level are consolidated by the division EWO on a similar worksheet.  Missions planned at the division level are added, and all missions are prioritized relative to each other.  The division EWTL includes all those missions identified by the brigades, as well as the preplanned targets identified at the division level.  This consolidation of missions into one list allows the EWO at division to ensure that the brigades' preplanned EW missions are consistent with the overall strategy.  The list also permits the EWO to prioritize all missions.  A format for a division composite EWTL is shown in Figure 1-11.
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Figure 1-11.  Division Composite EWTL.


c.
The division composite list serves as the basis for mission tasking to the Division's MI Battalion and for requests to Corps for EW support Mission tasking is described in Chapter 6, FM 34-40.  The exchange of EWTLs between major units within the corps facilitates the coordination of EW operations throughout the command, prevents conflicts in EW priorities and tasks, and safeguards friendly command, control, communications and intelligence (C3I) capabilities from being inadvertently disrupted by friendly jamming operations.


d.
Target lists detail preplanned EW targets and categories for EW targets of opportunity, On-call EW targets are identified separately during an operation using the same format, but are not consolidated at Division or Corps.
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e.
Corps receives copies of the division and ACR composite target lists.  They review these to ensure consistent application of the EW strategy.  Corps also maintains a Corps-level composite EWTL.  It shows missions tasked to lower echelons, ES missions to be performed at Corps, and missions provided to echelons above corps (EAC) or Air Force EW assets.

7.
Coordination Requirements

a.
Effective EW missions which complement each other without conflict with ongoing collection or with friendly operations require much coordination.  If adjacent units simultaneously task to collect and jam the same target or targets on the same frequency, the limited EW assets available are not being used efficiently.


b.
EWTLs are exchanged to inform higher and adjacent units of a unit's EW priorities.  When conflicts are noted by the EW staff elements, they communicate directly to resolve the issue.  Often a shift in the time window for a mission can overcome a conflict on whether to jam or collect combat information on a target.  Similarly, deletion of a mission or changing the length of a jamming mission can overcome the tasking of two units jamming the same target.  Conflicts in EW targets which cannot be resolved by EWO's are referred to their respective G3/S3 for resolution.


c.
Internal coordination with other staff elements and coordination with external EW personnel are critical steps.  Close interface with fire support personnel is needed in the initial selection of EW targets and in the development of on-call EW targets.  This interface ensures that lethal and nonlethal fires complement each other.  Targets for lethal fire may be jammed as they are fired upon to prevent them from responding effectively to the fires.  ES may be used to locate and cue the firing on some targets.  The EW staff element must coordinate with the C-E staff officer to determine frequencies which are in use for important friendly communications.  Such frequencies are not to be used for EA operations.  The EW staff element coordinates these frequencies with the MI Bn TOC and resolves any conflicts of these TABOO or PROTECTED frequencies with high-priority EA targets.  Coordination with the ACE and the MI Bn TOC is needed to identify target units or frequencies which are key to ongoing SIGINT collection operations.  These GUARDED frequencies are also not to be used for EA missions.


d.
During the planning process, electronic HPTs are divided into four general categories for attack.  These include:

(
HPT that will be located for destruction.

(
HPT that will be jammed according to SOP or OPORD.

(
Enemy emitters that will be intercepted for combat information or intelligence.

(
Enemy elements that will be deceived.

The categorization of specific elements is made by the G3 assisted by the EWO and other staff elements in their particular areas of expertise.  This facilitates further planning and ensures that all HPTs are attacked with the optimum means available.  The nature of importance of the target may dictate that several means be employed in a combined attack.
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8.
Planning Considerations:

EW planning follows the normal staff planning process.  It begins with the mission and commanders guidance which lead to the development of an EW estimate and annex.  Planning is based on the principles of EW and the following considerations:


a.
Step 1.  Priorities.  The target-rich environment anticipated on the battlefield will generate competing demands for EW support.  These demands will always exceed the MI unit's capability to respond.  The commander must establish priorities among the types of targets selected for attack.  These priorities are guidelines by which the G3 and S3 manage the EW planning and coordination process.  Although the tactical situation may require frequent reordering of priorities, the following are used as guidance for establishing initial priories:

(
First priority - protect friendly C3 systems.

(
Second priority - attack enemy artillery and rocket forces.

(
Third priority - degrade or locate for destruction, the enemy air defense elements.

(
Fourth priority - disrupt critical enemy C3 systems.


(1)
The outcome of the battle depends largely on the commanders ability to control friendly forces and weapon systems electronically.  This is accomplished, in part, by locating enemy jammers and target acquisition systems for destruction, screening friendly signals operation instructions (SOI) and communications security (COMSEC) procedures, which are essential for the commander to retain the capability to control.  It is equally essential that combat information flows without jamming interference.


(2)
EW degrades enemy rocket and artillery capabilities by locating communications and target acquisition assets for destruction and jamming.  Rocket, artillery, rocket launcher, and antitank units operate well forward within range of our jammers.


(3)
Joint suppression of enemy air defenses (JSEAD) is the responsibility of ground and air forces.  EW support of JSEAD is a two-phase operation.  First, enemy air defense systems that pose an immediate threat to friendly air operations are located and either destroyed or jammed.  Second, critical elements of the enemy air defense system are identified, located, and destroyed.


(4)
The enemy uses command nets to transmit combat orders between superior and immediate subordinates, or, in a skip-echelon mode, two echelons down.  Regimental command nets are good EA targets, since they represent the link between the planners at division and the fighters at battalion.  Jamming is particularly effective in close operations when the enemy is forced to deviate from established plans.  It degrades the enemy's ability to move, reorganize, and deliver fire on targets.  Timing is a key factor because the value of jamming is very short led.


b.
Step 2.  Technical Effectiveness.  Jamming effectiveness is governed by the factors listed below.  The most important of these are the distances of the target receiver from the jammer, and between the transmitter and receiver of the targeted, enemy communications.
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(
Target link distance.  This is the distance between the enemy transmitter and receiver.  For example, the distance between a regimental command post (CP) and a battalion CP.

(
The distance between the jammer and the enemy receiver.

(
Radio LOS between the jammer and the targeted receiver.

(
Antenna polarization.

(
Effective radiated power of the jammer and the enemy transmitter.

(
Compatible bandwidths between the jammer and enemy transceiver.

(
Weather, terrain, and vegetation.


c.
Step 3.  Jammer Deployment.  Jammers are HPTs for destruction.  Because of their high power output and unique electronic signature, they are relatively easy to detect and will be susceptible to damage.  Taken together, these factors dictate that jammer deployment be well planned and executed.  Proper site selection and strict adherence to unit field SOP are essential to survival.


(1)
General site locations are established by MI commanders or the ACE, coordinated with the unit in whose area they are operating, and refined by the platoon or team leaders.  Distance to the targeted enemy radio receivers, terrain, LOS, and the tactical situation are critical selection factors.  Because of LOS requirements of VHF frequencies, jammers in that frequency range will have to be close to the forward edge of the battlefield area (FEBA) to accomplish the mission, probably within three to five kilometers.  You as an on the ground leader, or principal staff officer, can be a very important contributor to site selection.  Where higher terrain is available, VHF jammers may successfully operate farther back.


(2)
HF jammers may be as close as seven kilometers but are usually farther back.


(3)
Redeployment/Expendable.  Jammers have to move for self-protection and to maintain favorable transmission paths against enemy radios which are moving as the battle progresses.  Changes in battle lines will require frequent displacement.  Jammer sites and alternates are preselected for each phase of the battle.  These sites must:

(
Be accessible and concealed from enemy direct fire weapons.

(
Provide for continuity of operations.

(
Facilitate electronic massing of several jammers against single targets.

(
Facilitate communications.
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(4)
Expendable jammers (EXJAMs) are used to overcome the LOS and distance limitations of stand-off systems.  Their proximity to target receivers enables them to effectively jam enemy communications with minimum interference to friendly systems.  EXJAMs can be hand emplaced or air delivered.  They are normally employed in an array to disrupt communications over a large area.  EXJAMs are generally capable of the same types of jamming - spot, sweep, or barrage - as other jammers.


d.
Step 4.  Communications:  Control and coordination are essential to effective EW operations.  Communications are the key to effective control.  Secure, reliable communications are required for:

(
Tasking and technical support.

(
Control of jamming operations.

(
Tipoff and queing between collector and jammers, both air and ground, to include DF.

(
Coordination between jammers.

(
Dissemination of combat information.

(
Resource status reporting.

(
Mission status reporting.


e.
Step 5.  Jamming Control.  Control of jamming operations is essential to their success.  Control keeps jamming directed at HPT while minimizing its effects on friendly systems and operations.  Either positive or negative control methods may be used.  However, a combination of both is generally used for maximum coordination between the EA teams and the command they are supporting.  There are two types of EA frequency control, positive and negative.  Positive control methods include:


(1)
Positive controls include:


a.
Authorizing specific frequencies for jamming on an individual basis, or by publishing a list of frequencies cleared for jamming.


b.
On-off control which allows for the immediate starting or stopping of jamming.  Reliable communications are required, and the command's ability to exercise this type of control must be verified prior to its implementation.  On-off control usually is exercised by the MI Bn TOC, but may be held by the G3 or delegated to lower echelons as circumstances dictate.  It is the most centralized form of control.


(2)
Negative control is exercised through the publication of frequencies restricted from jamming.  These lists coordinate the use of the electromagnetic spectrum to impose a minimum of restrictions on jamming or frequency usage.  They are grouped into TABOO, PROTECTED, and
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GUARDED classifications.  Conflicts in frequency grouping among services, staffs, and agencies are resolved a command level.


(a)
TABOO frequencies must NEVER be deliberately jammed or interfered with by friendly forces.  These frequencies are normally announced by higher headquarters like the joint force or Army component commander.  Examples include but a  not limited to the Defense Communications System (DCS) radar frequencies used for friendly early warning air defense and internationally controlled or treaty-oriented frequencies.  Another example would be the Medical Evacuation (MEDEVAC) frequency.  The G3, assisted by the Communications-Electronics (C-E) officers, is responsible hr obtaining the TABOO list from higher headquarters.


(b)
PROTECTED frequencies are those used by tactical friendly forces for a particular operational requirement.  They are designated by the senior tactical commander to control interference produced by friendly jamming and deception operations.  Conflicts between frequency requirements for jamming and tactical command are resolved by the commander.  The G3, assisted by the C-E officer is responsible for obtaining the protected list from the higher headquarters and adding local requirements.


(c)
GUARDED frequencies are those of the enemy's C-E systems from which SIGINT and ES information of technical and tactical importance is derived.  A GUARDED frequency may be jammed only after the commander has weighed the potential operational gain against the loss of information.

9.
EW ESTIMATE AND ANNEX.

The two key documents which drive the EW planning and targeting process is the EW estimate and annex.  Whether you are a MI Officer or a Combat Arms Officer filling an EW Staff Office's slot, you must be familiar with these two documents as they play a key role in the planning and tasking of EW operations a Division and Corps.


a.
The purpose of the EW Estimate is to assist the staff officer in determining a recommended course of action for accomplishing a specific task.  This provides the commander a basis for decision-making.  It will show the commander how his maneuver courses of action can be supported by EW and how he will be affected by enemy EW conducted against his C-E systems.


b.
The EW Estimate is an orderly and logical examination of all friendly and enemy EW-related factors, known or assumed, that may affect the successful accomplishment of the mission.  It includes EW courses of action available to the commander and weighs the relative merits of each.  It is as thorough as time and circumstances permit.  It may be a formal, written document (usually a Corps and above), or an oral presentation (usually a Division or below).


c.
The EW Estimate at division and corps is normally prepared by the EWO, under the staff supervision of the G-3.  Because of the broad scope of EW, is essential that the preparer use information, conclusions and recommendations from other pertinent estimates.  Close coordination with the intelligence, operations, and C-E staffs is essential; however, the preparer is responsible for its contents.  The following is an explanation of the EW Estimate format an contents, an example of format can be found in Appendix A.
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(1)
Paragraph 1 - MISSION.  State the EW mission in terms of the operation being supported.


(2)
Paragraph 2 - SITUATION AND COURSES OF ACTION.  Discuss the impact of EW operations on the friendly and enemy courses of action.


(3)
Sub-paragraph A - Considerations Affecting the Possible Courses of Action.  This sub-paragraph has 6 components.  The first involves the impact of weather and terrain on the "Characteristics of the Area of Operations."


(a-1)
Weather.  Identify predicted weather conditions which would affect the friendly and enemy electronic devices, particularly those conditions which would enhance or degrade communications and airborne EW operations.  Analyze normal or predicted wind speeds and directions to assist in planning for the deployment of rope, chaff and other airborne EW devices.


(a-2)
Terrain.  Identify terrain features which would provide the best sites for the employment of friendly and enemy ES and EA devices.  Identify those terrain features which would shield enemy and friendly transmissions.  Address also the effect extreme weather conditions (i.e.  storms, snow, etc.) on the trafficability of the terrain.


(b)
Enemy EW Situation.  Under this section, determine, or make a logical assumption as to the enemy's airborne/ground-based EW operational disposition, composition and strength.  This provides an estimate of the enemy's EW combat power.


(c)
Own EW Situation.  Under this section, provide an overview of friendly EW combat power in terms of ground-based/airborne dispositions.


(d)
Relative EW Comb Support Power.  Determine the relative EW combat power between the friendly and enemy forces.


(e)
EW Resources Used.  Identify major friendly EW resources, organizations and general capabilities organic to, or available/desired from higher headquarters.  Reference any C-E systems critical to the accomplishment of the mission of the issuing headquarters.


(f)
EW Support to other Plans.  Identify any EW support to plans other than those discussed above.


(4)
Sub-paragraph B - Enemy Capabilities.  Sub-paragraph B has 3 components.


(a)
Enumerated EW Capabilities.  Identify the enemy's capability to conduct intercept, direction finding, jamming, and deception operations against friendly forces.


(b)
Enemy Probable Courses of Action and Effect on EW.  Make a logical assumption as to how the enemy will employ his forces in battle and how he will use EW to support his combat operations.


1-31
IS3007


(c)
Enemy EW Vulnerabilities.  Identify any shortfalls in the enemy's EW capabilities as well as vulnerabilities in his C-E systems and operating procedures which can be exploited by friendly EW resources.


(5)
Sub-paragraph C - Friendly EW Vulnerabilities.  Specify the friendly forces vulnerability to attack by enemy SIGINT/REC, to include recommendations to the commander as to countermeasures which would be most effective.


(6)
Sub-paragraph D - Own Courses of Action.  List all maneuver courses of action being considered by the friendly G-3.


(7)
Paragraph 3 - ANALYSIS OF ENEMY COURSES OF ACTION.  Analyze the effect of enemy EW on all friendly courses of action as well as how friendly EW can be used to support each course of action.


(8)
Paragraph 4 - COMPARISON OF OWN COURSES OF ACTION.  Compare the friendly maneuver courses of action by listing EW support and C-E protection advantages and disadvantages derived from Para 3.  Paragraph 4 is broken down into the following sections:

(
a.  Course of Action

1.  Advantages

2.  Disadvantages

(
b.  Discussion


(9)
Paragraph 5 - RECOMMENDATION.  This paragraph translates the "best" course of action as determined by paragraph 4 into a complete recommendation outlining who, what, when, where, how, and why from the EW and C-E point of view.  It states which maneuver course of action will be best supported by friendly EW as well as how it can be supported and protected.  The recommendation should point out how much less vulnerable the friendly force will be to enemy EW.


(10)
ANNEXES.  Include annexes as required.  Annexes with pertinent details should be used to the extent practical to support the contents of the estimate.  These annexes may be in considerable detail with only the high points included in the body.  Key points, those having a direct bearing on the problem must be included in the body of the estimate.


d.
The EW Annex to the operations order is a combat order.  It details the EW mission, concept, and tasks to be performed by elements of the force.  It describes how EW will be used to support the operation.  It is the result of continuous planning and staff estimates, particularly the EW estimate.


e.
The purpose of the EW Annex is to detail the missions to be performed by the supporting EW resources and organic C-E equipment in support of the selected course of action, now referred to as the EW mission statement.  It does not include the specific technical parameters required to conduct of the mission.  It does specify, however, the coordinating instructions for control and management of the EW missions.  These instructions become the bass for the tasking
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messages which detail the necessary technical parameters for each mission.  The G-3 of the supported command has the primary staff responsibility for supervising the preparations of plans for EW.  He receives input from the G-2, the EWO and the C-E Officer.


f.
The EW Annex is prepared in the standard five-paragraph OPORD format.  For brevity and clarity, amplifying details are contained in appendixes to the annex.  Electromagnetic deception and defensive EW may be covered briefly in the EW Annex with reference to the deception and C-E Annexes, when appropriate.


(1)
Paragraph 1 - SITUATION.  Paragraph 1 includes information not included in paragraph 1 of the basic OPORD or which needs to be expanded.


(2)
Sub-paragraph A - Enemy Forces.  Provide information about those enemy forces capable of affecting the mission upon which the overall plan is based.  Reference may be made to the intelligence Annex.  Include the following information:


(3)
Major Elements.  Identify major enemy commands that will exercise command and control in the coming battle.


(4)
Enemy Electronic systems.  Provide information on electronic doctrine employed by major elements listed above.  Known deviations from doctrine should be included.


(5)
Enemy Radio Electronic Combat.  Provide information on the employment of REC resources against US and Allied forces.  Identify the US and Allied targets of REC operations.


(6)
Sub-paragraph B - Friendly Forces.  Provide information about those friendly EW elements (organic and otherwise) capable of supporting the operation.  Include the following:

(
Outline higher headquarters plan.

(
Outline higher and adjacent unit EW plans.

(
Note additional EW resources supporting the unit.


(7)
Sub-paragraph C - Attachments and Detachments.  List EW resources attached and detached to include effective times, if possible.


(8)
Paragraph 2 - MISSION.  Provide a clear, concise statement of the EW mission.


(9)
Paragraph 3 - EXECUTION.  State how the EW mission is to be accomplished.  This paragraph is further divided as follows:

*
Intent.  No more than 5-6 sentences written by the commander.

(
The commanders vision of the operation.

(
Describes the purpose of the operation (why).

(
Describes how the commander visualizes achieving the end state with respect to the relationship between the force, the enemy, and the terrain.
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(
Tells how the end state will facilitate future operations.

(
Does not summarize the concept of operations or describe subunit missions.

(
Concept of the Operation.  Provide a brief statement of the EW operations to be carried out, to include priories.

(
EW Tasks to Subordinate and Supporting Units.  Include as many subparagraphs as necessary.

(
Coordinating Instructions.  Include all instructions applicable to two or more subordinate units.  Reference supporting appendixes not referenced elsewhere in the annex.  Also reference other annexes necessary for coordination of EW operations (i.e. Deception, PSYOPS, Fire Spt, etc.).


(10)
Paragraph 4 - SERVICE SUPPORT.  This paragraph contains the instructions and arrangements for supporting EW operations.


(11)
Paragraph 5 - COMMAND AND SIGNAL.  This paragraph contains instructions relative to command and to C-E in support of EW operations.  There are usually two subparagraphs.

(
Command.  List the locations of controlling elements for EW operations.

(
Signal.  This subparagraph references the C-E Annex to the order, the appropriate portions of the signal operation instructions (SOI) pertaining to EW operations, and may provide the Restricted Frequency List as an appendix.

*
Optional - Use Corps or division commanders intent from basic pan.


(12)
APPENDIXES.  The appendixes to the EW annex provide the details necessary for subordinates to implement the plan.  They reflect the targets, priorities, schedules, and task organization for EW.  They do not include the specific technical data such as frequencies and call signs required to accomplish specific missions.  The exception is, of course, the Restricted Frequency Lists which are part of EA controls.  The following is a description of appendixes which may be included with the EW Annex:


(13)
EW Target List and Jamming Schedule.  This target list identifies specific high value targets for ES and EA and their priority for attack.


(14)
Restricted Frequency Lists.  This list posts all TABOO, Protected, and Guarded frequencies.


g.
The results of the above planning factors and the commanders guidance are provided in the EW estimate.  The estimate is a logical presentation of friendly and enemy EW capabilities and vulnerabilities as they relate to the mission, concept, and tasks to be performed by elements of the
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division.  The annex describes how EW will be used to support the operation and serves as the basis for the brigades to plan accordingly.  (Examples of EW estimate and annex are in Appendix A and B, respectively).
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LESSON

PRACTICE EXERCISE

The following items will test your grasp of the material covered in this lesson.  There is only one correct answer for each item.  When you have completed the exercise, check your answers with the answer key that follows.  If you answer any item incorrectly, study again that part of the lesson which contains the portion involved.

1.
What are the three categories of electromagnetic deception?


A.
ES, EA, and EP.


B.
LOS, LOB, and EXJAMS.


C.
MED, IED, and SED.


D.
EA, MED, and LOB.

2.
What are the two components of EA?


A.
Reradiation and radiation.


B.
OPSEC and deception.


C.
Electromagnetic jamming and electromagnetic deception.


D.
Radiation and reflection.

3.
Who is responsible for obtaining the "TABOO" frequencies list from higher headquarters?


A.
G-2/S-2.


B.
G-3, assisted by the C-E officer.


C.
C-E officer, assisted by the G-2.


D.
C-E officer.
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4.
When may a "GUARDED" frequency be jammed?


A.
Never.


B.
Only when announced by higher headquarters.


C.
When designated by the senior tactical commander.


D.
Only after the commander has weighed the potential operational gain against the loss of information.

5.
What is the principal function of the EWO?


A.
The mission management of EA to include both jamming and electronic deception.


B.
To task the battalion's intelligence and surveillance assets.


C.
To provide an interface between the MI assets in the Bde area.


D.
To report DF results from all brigade areas.

6.
In what paragraph of the EW Annex would you find instructions and arrangements supporting EW operations?


A.
Paragraph 5.


B.
Paragraph 3.


C.
Paragraph 2.


D.
Paragraph 4.

7.
Which of the following normally prepares the EW estimate at division and corps?


A.
ASIS.


B.
EWO.


C.
ACT.


D.
TCPS.
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8.
In the EW Annex, where would you find instructions relative to command and to C-E in support of EW operations?


A.
Paragraph 3.


B.
Paragraph 5.


C.
Paragraph 1.


D.
Paragraph 4.

9.
In the EW Estimate, which paragraph states the EW mission in terms of the operation being supported?


A.
Paragraph 5.


B.
Subparagraph B.


C.
Sub-paragraph C.


D.
Paragraph 1.

10.
Which of the following frequencies must NEVER be deliberately interfered with by friendly forces?


A.
PROTECTED.


B.
GUARDED.


C.
TABOO.


D.
EP.
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PRACTICE EXERCISE

ANSWER KEY AND FEEDBACK

Item
Correct Answer and Feedback

1.
C.
MED, IED, and SED.  (page 1-10, para (g))


2.
C.
Electromagnetic jamming and electromagnetic deception.  (page 1-6, para 2(b))


3.
B.
G-3, assisted by the C-E officer.  (page 1-31, pare 8e(4))


4.
D.
Only after the commander has weighed the potential operational gain against the loss of information.  (page 1-31, para 8e(6))


5.
A.
The mission management of EA to include both jamming and electromagnetic deception.  (page 1-18, para 11a)


6.
D.
Paragraph 4.  (page 1-33, para 9c(8))


7.
B.
EWS.  (page 1-31, para 9c)


8.
B.
Paragraph 5.  (page 1-35, para 9f(11))


9.
D.
Paragraph 1.  (page 1-31, para 9c(1))


10.
C.
TABOO.  (page 1-30, para 8e(4))
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